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REMARKS 
Oainis 1 - U axe pending in this sppEcatioxu 

In a Final Office Actkminailed 07 June 2Q06»ilieEs^^ 1-11 under 35 

use $112, second paragraph, as ben^ indefinite for failing lo paniculaity point out and distinaty 
claim die subject matter ^which A^licants xegaid as the invention. Applicant has amended 
independent claims 1, 5 to provide additional spedfkity to trxverse the Examinei^s vejecDon of 
claim I'll under 35 USC$112, second pazagiaph. 

The Examiner rejected claims 1» 2, 5, 8, 10, and 11 under 35 USC $102Q>) as being 
anticipaied by US Patent No. 6,049^12 issued to Fielder et aL and also rejected claims 3, 4, 6, and 7 
under 35 lJSCS103(a) as being uiq)atencable over Fielder as s^liedto claims 1 and 5 above and 
fuidier in view of US. Patent No. 6^81,695 issued to Kudo. The Examiner noted with lespea 
thereto: 

As per claims 1, 5y 8 and 10; 

Fielder discloses a method for geneianng an enciypuon key comprising: 

letiieviz^ the host idemifLcation from the host device for use as a private 
portion of an enci>ption key (429-31 ^^dierein the £-Key Seed acts as the host 
identification (6:13-15) and is private since it is seciet); 

geneianng at least one content variable that uniquely idend&s a 
corresponding block of said file as a public portion of said enciypdon key (4:29-31 
^wfaexem the constant value is the content vaiiable and is combined with die E-Key 
Seed to form the enciypdon ke>); 

combining the host idendficatiun and the at least one content variable to 
produce the encryption key that was used to encrypt the file (5:18-30); 

enczypung a bkxik of plaintext data using the encryption k^to produce a 
block of C5)hertext (537-46); 

^pending only the at least one content variable to the block of cmhertext 
(S;37-46); 

transmitting the bk>ck of dphertext and die appended at least one content 
variable over the unsecured interface to the storage dewce (3:11-16); 

storing the block of ciphertext and the appended one or more content 
variables within the storage device 0^11- 1^); ^ 

decrypting the block of dphertext wrch the encryption key to produce die 
block of plamte3a (4.^6 1-63). 

Applicant has reviewed the cited Fielder Patent, the Examiner's deady stated grounds of 
rejection and Applicant provides the following remariss in suppon of patentabiliQP'of daims 1- 11. 

The present method for encryption key generation provides a mediod of combining the 
speed of conventional erjcryption widi the security of public iey encrypoorL The host device 
encrypting the plaintext to be transmitted over the imsecured interface is assigned a host 
identification. The host identificarion is stored in a secure location within the host devic The host 
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identificarion is analogous to the piivace key. Qnlyrhe host dfivice can generate the gncryption key 
used to kner decrypt the dphettfacL A second variable, a concent identification, is generated by die 
host device. yijr^ essive block of plaintext to be encrypted uses a different content 

identification. The host idflppfirfl^j^n nbl^g ^ the content idenrificarion is used for generating an 
encivptton kev to encrypt a block of |Jaimm. This second variable, the content idenrificarion. is 
gnyilngnipe t p the puhlk fcey The comm klend&adon is tiansniined 

and together the cq^hart^ and contem identification are stored for retrieval at a later time. The 
encrypuon key is never irarisntnixed ^wzdi the file arid is ^ device to ensure that 

only the host device can decrjpt die encrypted file* The encr^fpdon key is generated foUowing a 
method chat can be repeated later using the same host identification and conxent identification to 
generate the same encryption key In ocbervvords, the forinukijsed to generate the ericrypdonk^ 
is detennxnisiic. 

This structure is redced in Applicant's independent daim 1 as follows: 

A method for generating an encryption key for use with a host device having 
a host klenttfication stored therein^ for encrypting a file which con^iises a phiraliQ^ 
of bkicks of plaimexT dara in a maimer that s^ encrypted file can only be decrypted 
by said host device, the method cotapmmig^ 

retrieving ilie host idemification fiom the host device for use as a private 
portion of an encryption key, 

generating at least one content variable as a public portion of said encr)pnon 
key, ^^re saxl at least one content variable uniquely kientifies a corresponding 
block of said file; 

combining the host kientification and the at least one content variable to 
produce the encrj^on key; 

enciypting a block of plaintext data usii^ the encryption key to produce a 
block of cTpncTtext; 

appending only the at least ooc contem variable to die bbckof c^hertex^ 

Storing the block of dpherte^ft and the appended one or more content 
variable widiin a scor^ device. 

In contiast, the Fielder fotem discloses; 

A systeni for proteoing sensidve informacbn files and messages from access by 
unauthorized parties, whether stored in a computer memory or exchanged over a 
transfer medium between sending and receiving stations. Each document or message 
file is created in normal operation. A constant value or message is logkally combined 
to a secret bit sequence (E*Key SeedO to perform a many-to-few bit mapping which 
shuffles the bits and provides a pseudo-random result. Hie resuk th^ is applied 
thioi^ a secure hash function generator to perform a second many-io-few bit 
m^^ing and provide a pseudo-random message dig^ The message d^est in turn 
may be xixuacaxcd to a desired bk length to provide a determinisnc but non- 
predictable, pseudo-random, syrrunetiic encrypoon key which is used to encrypt the 
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message or inforaiatioii fik to be protected The detemroistic encryption key is 
destroyed immediaEely after use. The constaiit value and encrypted mess^ 
thereupon axe secuze hashed to create a message integrity code (MLQ that is used to 
detea any ahezations to 'die enoypced infonziacion f3e that may haive occuzied 
ixnentionally or uninceotionally. 

The Fiedler Patenr fails xo show or suggest ciieaiit^ an enciyptkm key using data that is part 

public and pan private ^diere only the public portion of the daca that is used to cieate the 

enciypdon key is transmitted mh the coded fib» such that onlythe host device that encrypted the 

file can decxypt the file because ic is the onfy-one that has the private portion of the data used to 

generate the encryption key. In particular, the Fiedler lines 6-13: 

FIG. 6 sho^ the vaiious bit fields that could make up a constant vakie 11. Akngth 
byte 50 indicates the total number of bytes in the constant value 11. The length byte 
is necessary because a number of the remaining bit fields of die constant value are of 
variable length. Folbwit^ the length byte 50 is the E-Key Seed ID 51 TxWch is used 
as a table look-iq) tag associated with the corresponding E-Key Seed stored in an 
Key Seed table. 

Thus, the E-Key Seed ID 51 is part of the constant value and is transmitted to the recipient as part 
of the constant value 11. This contradicts the Examiner^ assertion that: 

generating at least one content variable that unique^ identifies a 
corresponding block of said file as a pubHc portion of said encryption key (4:29-31 
whenem the constant vahie is thg content variable and is combined with the E>Kev 
Seed to form the encryption ks^ i 

combining the host ideiiification and the at least one content variable to 
produce the encryption key that ^ used to encrypt the file (5:18-30); (emphasis 
adde^ 

It is clear from the diagram of Figures 3 and 4 that the E- Key Seed is combined with the constant 
value as two independent inpiics to the hashing functions to generate the encryption key. In 
addition. Applicant redtes that the private portion of the encryption key is NOT transmitted ^witb 
die file: "appending onlythe at least one concern variable to the block of ciphertext;" in contrast 
with the teachir^ of the FiedlerPatent where the E-Key Seed ID 51 is transmitted to the recipient 
as part of the constant value tl so the recipient can bok up the E-Key Seed from a shared Iookiq> 
table. Furthermore^ as sbo^ in I^ure 6 of the Fiedler Patent^ the encryption algorithm is 
optionaltytransrnicced to the lec^iient. 

.^)plicant therefore believes that daims 1-2, 5> 8-11 are allowable under 35 USC $lQ2(b) 
over the deed Fiedler Patent, since die Fiedler Patent teaches a^y from the spedfic elements 
redted in Applicant's independent claims 1 and 5. 

The Examiner also tejecied ckdms 3, 4, 6, and 7 under 35 USC Sl03(a) as being 
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unpacenabk over Fielder as applied to daims 1 ^ 

6,381,695 issued do Kudo. Applicant beHeves tbac daims 3, 4, 6, and 7 aie allowable under 35 TJSC 
S103(a) over the dtcd Fiedler and Kudo Patents since these claims depend on allowable base clainos* 
In addidon, Kudo describes a tfahd-pany, key nianagement ag^nt as used in public Jsty 
ci)ptogiapfay« In Kudo ihe ihiid psaty (key managen^ent agem) is used to prevent pany A from 
dectjpcing content outside of a time window as requested by a ^my B. AppEcam's invention only 
involves paiQr A trying to pievent any and all other pames from deciypdng the content. The use of 
a Time variabk is not to gtve another paitya finite window to decrypt the content, but instead xo 
make it moie difFbjk for any other pany to attempt to derive the enciypdon key from the public 
content variable. Applicant's claims 3, 4, 6, and 7 xedte the use of time in the creation of a public 
key component and not in a certificate or in the use of a fixed public key con^nent. The time 
variable prevents a third party from 'cracking^ a single content variable* that k being able to derive 
the decryption key from the content variable, because once the time variable changes the 'cracked' 
content variable is no bng^ valid since it would not correspond to the same encrypdon key. 
^plicant therefore believes that claims 3> 4» 6, and 7aie albwable under 35 USC S103(a) over the 
deed references* 

In summaiy, Applicant therefore believes that claims 1-U are aUowable under 35 USC $112, 
second paraph, and under 35 USC S102(b) and 35 lJSCSl03(a) over the dted references. 

In view of the above amendments and remarks* Applicant believes the pending application 
is in condidon for allowance. Applicaru believes no fee is due with this response. However, if a fee 
is due, please charge our Deposit Account No. 50-1848, under Order No. 013208.0l2lFnjS from 
which the undersigned is authorized to draw. 



Respectfully submined, 
PATTON BOGGS LLP 



Dated 




By. xUt^-.^. * 
James A^^raziano 
R^jstrsinon No.: 28,300 
(303) 830-1776 
(303) 894-9239 (Fai^ 
Attorney for Appbiant 
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